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Agenda

First Day

09:00 — 09:45 Opening Session
Welcoming Statements

09:45-10:15 Break

10:15-12:15 First session: Part 1
| ntr oduction to Cybercrime: identification and
specification

- Overview of the concept and types of Cybercrime
- Specific Crimes:
= Traditiona forms of crime committed through the
use of computer: Computer-related offences:
definition and forms
» Offences against the confidentiality, integrity and
availability of computer data and systems:
definition and forms

! The Council of Europe contributed in organizing this conference by assisting the Project Management Team of UNDP-
POGAR in preparing the program, and providing four experts to benefit from their wide experience in the Cybercrime field.
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12:15-12:30

12:30-14:30

14:30-16:00

16:00 —18:00

Chairman of the session:

- Dr. Wassim Harb, Chief Technical Advisor- Project on
Modernisation of Public Prosecution Offices- Programme on
Strengthening the Rule of Law in the Arab States

Rapporteur of the session:
- Mr. Abdallah El Alaoui EIBalghiti — Public Prosecutor of the
Appeal Court in Casablanca— Morocco

Speakers:

- Mr. Alexander Seger —Expert- Council of Europe
- Mr. Ehab El Sonbati — Expert- Council of Europe
- Mr. Hadi Shaif Chaibanou - Morocco

Gener al Discussion

Break

First session: Part 2
| ntroduction to Cybercrime: identification and
specification
- Specific Crimes:
= Offencesrelated to infringements of copyright
and related rights: definition and forms
= Offencesrelated to child pornography: definition
and forms

Chairman of the session:
- HE Mr. Abdel Megeed Mahmoud Abdel Megeed — Attorney
Genera — Egypt

Rapporteur of the session:
- Mr. El Hassan El Oufi — Public Prosecutor of the Appeal Court
in Rabat — Morocco

Speakers:
- Ms. Cristina Schulman — Expert- Council of Europe
- Mr. Khaled Ahmad — Regional Expert —- UNDP-POGAR

Gener al Discussion

Lunch break

Second Session
Relevant L egislation on Cybercime

- International standards related to Cybercrime (Council of
Europe, G8, United Nations, and European Union)




Current legidative situation in the pilot countries of the project
(experience presentation)

Elements and topics that should be encompassed by national
criminal legislations

Importance of enhancing a national legal framework that
encompasses all types of Cybercrime.

Chairman of the session:

HE Mr. Ali Ben Fadel Al Bou Aynan — Public Prosecutor —
Bahrain

Rapporteur of the session:

Sp

Mr. Abdelilah Elmestari — Public Prosecutor of the Appeal Court
in Marrakech — Morocco

eakers:
Ms. Cristina Schulman — Expert- Council of Europe
Mr. Alexander Seger — Expert- Council of Europe
Mr. Mohamed Kasem — Egypt
Mr. Ngji Zu'bi — Jordan
Mr. Roukoz Rizk — Lebanon
Mr Abderrazak Sandali - Morocco
Ms. Sena Abdullah Mohsen Saleh — Y emen

General Discussion

Second Day

09:00-11:00

Third session

Building the capacity of human resources in__the

investigation, prosecution and trial of Cybercrime

- Introducing public prosecutors to modern investigative
techniques and information collection methods.

- Introducing public prosecutors to means of prosecution in
these types of crimes

- Therole of public prosecutorsin assessing evidence of
Cybercrime: proof systems

- Enhancing the capabilities of public prosecutorsin
examining the crime scene of Cybercrime

Chairman of the session:
- HE Mr.Mohamed Abddel Nabaoui— Head of the Criminal
Affairsin the Ministry of Justice —Morocco

Rapporteur of the session:
Mr. Abdel Aziz Bouziane — Public Prosecutor of the Appeal
Court in Fes—Morocco




11:00-11:30

11:30-13:30

13:30-14:30

14:30 - 15:30

Speakers:

- Mr. Tyner Russell — United Kingdom

- Mr. Ehab El Sonbati — Expert- Council of Europe
- Mr. Bouchaab Rmil — Expert- Morocco

- Mr. Mohamed Ramsy — Egypt

- Mr. Ali Abou Zaid — Jordan

- Mr. Nassib Elia/lor Jamal Abdallah — Lebanon

- Mr. Mohamed Benalilou - Morocco

- Mr. Khaled Saleh Kaid Al Mawri —Y emen

Gener al Discussion

Break

Fourth session

Prevention measur es and inter national cooper ation to

combat Cybercrime

- Role of public and private-sector cooperation in
addressing cybercrime

- Importance of international cooperation in the exchange
of police information and judicial cooperation

- Importance of establishing an international network of
contact points

- Enhancing channels of communication between countries
through identifying afocal point in each country

Chairman of the session:
- HE Mr. Y oussef Hmoud — Head of Public Prosecution Offices
—Jordan

Rapporteur of the session:
- Mr. Abdel Salam Bouhouche- Morocco

Speakers:

- Ms. Cristina Schulman — Expert- Council of Europe
- Mr. Alexander Seger — Expert- Council of Europe

- Mr. Tyner Russell — United Kingdom

- Mr. Jean-Francois Henrotte - Belgium

Gener al Discussion

Closing session
Recommendations

L unch break



